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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. t 

- If the period for reply specified above Is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

Responsive to communication(s) filed on 25 February 2002 . 
2a)D This action is FINAL. '2b)l3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) |HI Claim(s) M7 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) ^ Claim(s) 1-17 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 03 The specification is objected to by the Examiner. 

10)1X1 The drawing(s) filed on 25 February 2002 is/are: a)D accepted or b)IEI objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
11 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)13 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)IEI AN b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

1. Claims 1-17 have been examined. 

2. Applicant and the assignee of this application are required under 37 CFR 1 .105 
to provide the following information that the examiner has determined is reasonably 
necessary to the examination of this application. 

3. In response to this requirement, please provide a copy of each of the following 
items of art referred to in the specification. 

a. Cramer, R. and Shoup, V. A practical public key cryptosystem provably 
secure against adaptive chosen ciphertext attack. CRYPTO'98. LNCS 1462, pg 
13-25. Springer-Verlag, California, 1998. 

b. El-Gamel, T. A public key cryptosystem and signature scheme based on 
discrete logarithm. IEEE Trans. Inform. Theory, 31, pg 469-472, 1985 

c. Bellare, M. Rogaway, P. Optimal asymmetric encryption - how to encrypt with 
RSA.EUROCRYPT'94. LNCS 950, pg 92-111. Springer-Verlag, 1994. 

d. Shoup, V. Using hash functions as a hedge against chosen ciphertext attack 
EUROCRYPT'OO. LNCS 1807, pg 275-288. Springer-Verlag 2000. 

e. Bellare, M., Desai, A., Pointcheval, D., and Rogaway, P. Relations among 
notions of security for public-key encryption schemes CRYPTO'98. LNCS 1462, 
pg 26-45. Springer-Verlag, California, 1998. 

4. The information is required to enter in the record the art suggested by the 
applicant as relevant to this examination. 
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5. A complete reply to the enclosed Office action must include a complete reply to 
this requirement. The time period for reply to this requirement coincides with the time 
period for reply to the enclosed Office action. 

Specification 

6. The lengthy specification has not been checked to the extent necessary to 
determine the presence of all possible minor errors. Applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification. 

7. The applicant is requested to review the specification and update the status of all 
co-pending applications made mention of, replacing attorney docket numbers with 
current U.S. application or patent numbers when appropriate. References to U.S. 
applications or patents should make it clear as to what the number refers (e.g. U.S. 
Patent No. #), instead of listing only the number. 

8. The title of the invention is not descriptive. A new title is required that is clearly 
indicative of the invention to which the claims are directed. 

9. The disclosure is objected to because of the following informalities: The 
disclosure does not follow the proper formatting. 

The following guidelines illustrate the preferred layout for the specification of a 
utility application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

As provided in 37 CFR 1.77(b), the specification of a utility application should 
include the following sections in order. Each of the lettered items should appear in 
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upper case, without underlining or bold type, as a section heading. If no text follows the 
section heading, the phrase "Not Applicable" should follow the section heading: 

(a) TITLE OF THE INVENTION. 

(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 

(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR 

DEVELOPMENT. 

(d) THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT 

(e) INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A 

COMPACT DISC (See 37 CFR 1.52(e)(5) and MPEP 608.05. Computer 
program listings (37 CFR 1.96(c)), "Sequence Listings" (37 CFR 1.821(c)), 
and tables having more than 50 pages of text are permitted to be 
submitted on compact discs.) or 

REFERENCE TO A "MICROFICHE APPENDIX" (See MPEP § 608.05(a). 
"Microfiche Appendices" were accepted by the Office until March 1, 2001.) 
(0 BACKGROUND OF THE INVENTION. 

(1) Field of the Invention. 

(2) Description of Related Art including information disclosed under 37 
CFR 1.97 and 1.98. 

(g) BRIEF SUMMARY OF THE INVENTION. 

(h) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 

(i) DETAILED DESCRIPTION OF THE INVENTION. 

(j) CLAIM OR CLAIMS (commencing on a separate sheet). 

(k) ABSTRACT OF THE DISCLOSURE (commencing on a separate sheet). 

(I) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1.821-1.825. A 
"Sequence Listing" is required on paper if the application discloses a 
nucleotide or amino acid sequence as defined in 37 CFR 1.821(a) and if 
the required "Sequence Listing" is not submitted as an electronic 
document on compact disc). 
Appropriate correction is required. 

Drawings 

10. The drawings are objected to under 37 CFR 1.83(a). The drawings must show 
every feature of the invention specified in the claims. Therefore, at least a flow chart 
illustrating the basic concepts of the subject matter within claims 1-17 must be shown or 
the feature(s) canceled from the claim(s). No new matter should be entered. 

1 1 . Corrected drawing sheets in compliance with 37 CFR 1 .121(d) are required in 



reply to the Office action to avoid abandonment of the application. Any amended 
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replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. The figure or figure 
number of an amended drawing should not be labeled as "amended." If a drawing figure 
is to be canceled, the appropriate figure must be removed from the replacement sheet, 
and where necessary, the remaining figures must be renumbered and appropriate 
changes made to the brief description of the several views of the drawings for 
consistency. Additional replacement sheets may be necessary to show the renumbering 
of the remaining figures. Each drawing sheet submitted after the filing date of an 
application must be labeled in the top margin as either "Replacement Sheet" or "New 
Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, 
the applicant will be notified and informed of any required corrective action in the next 
Office action. The objection to the drawings will not be held in abeyance. 
12. Figure 1 should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1.84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 
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Double Patenting 

13. Applicant is advised that should claim 2 be found allowable, claim 9 will be 
objected to under 37 CFR 1 .75 as being a substantial duplicate thereof, except for the 
112 2nd paragraph issue. When two claims in an application are duplicates or else are 
so close in content that they both cover the same thing, despite a slight difference in 
wording, it is proper after allowing one claim to object to the other as being a substantial 
duplicate of the allowed claim. See MPEP § 706.03(k). 

Claim Rejections - 35 USC §112 

14. The following js a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

15. Claim 9-10 and 13-14 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

16. Claim 9 recites the limitation "said random elements, Uj" in line 2 of claim 9. 
There is insufficient antecedent basis for this limitation in the claim. 

17. Claim 10 recites the limitation "said random elements, Uj" and "the output, M" in 
lines' 2 and 3 respectively of claim 10. There is insufficient antecedent basis for this 
limitation in the claim. 

18. Claim 13 recites the limitation "message for encryption does not require an 
exponentiation to encrypt". There is insufficient antecedent basis for this limitation in 
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the claim. The applicant states in the claim that exponentiation is a feature of the 
encryption process as such establishing conflicting antecedent basis for this statement. 

Claim Rejections - 35 USC § 101 

19. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

20. Claims 1-17 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claimed subject matter is directed to a 
mathematical algorithm, such subject matter is non-statutory when it is not claimed 
within a tangible medium. 

Claim Rejections - 35 USC § 102 

21 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

22. Claims 1-17, as best understood, are rejected under 35 U.S.C. 102(b) as being 
anticipated by the applicant's admitted prior art. 

23. Regarding Claims 1-17: Public key encryption scheme (pg 1 lines 3-18) 
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Element of encrypted cyphertext formed by message product of a variable and invertible 
deterministic method (pg 4 lines 22-23, pg 6 lines 3-26 pg 7 lines 1-10, pg 9 lines pg 9 
lines 1-13) 

Manipulating cyphertext within iterating the process of exponentiation (pg 3 lines 20-22, 
pg 5 lines 1-5, pg 6 lines 3-26 pg 7 lines 1-10) 

24. The art made of reference by the applicant anticipates all of that which is 
claimed. The claimed subject matter for example claims a ciphertext requiring at most 4 
exponentiations to encrypt, the art made of reference for many possible situations may 
as well take at most 4 exponentiations to encrypt as such the claimed subject matter 
provides no new material over that which has been referenced. 

Conclusion 

25. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Applicant is reminded that in amending in response to a rejection 
of claims, the patentable novelty must be clearly shown in view of the state of art 
disclosed by the references cited and the objections made. Applicant must show how 
the amendments avoid such references and objections. See 37 CFR 1 .1 1 1(c). 

26. This Office action has an attached requirement for information under 37 CFR 
1.105. A complete reply to this Office action must include a complete reply to the 
attached requirement for information. The time period for reply to the attached 
requirement coincides with the time period for reply to this Office action. 
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27. Inquiries concerning this communication or earlier communications from the 
examiner should be directed to Thomas M. Szymanski who can be reached at (571) 
272-8574. The examiner's normal working schedule is between the hours 8:00am - 
4:30pm (EST), Monday - Friday. 

28. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse, can be reached at (571) 272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

29. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



y GREGORY MO 1 ^ 
SUPERVISORY PATEr 
TECHNOLOGY ( 




